















































Levels of Interoperability

Interoperability between the active defense weapon systems is divided into three main
levels - voice connectivity, sky picture and data sharing and combined interceptions
management. The voice connectivity is the basic level of data sharing and least effective for
connecting the active defense weapon systems. It allows data over voice dialogue and provides
basic interceptions coordination but hardly improves the capacity of the weapons systems. This
kind of communication slightly improves the resources for interception management data sharing
and coordination among weapon systems. Using only voice dialogue increases the human in the
loop challenge significantly and reduces the efficiency of the operator in the active defense
battlefield.*® Sky picture interoperability is a significant improvement to a multi-tiered
architecture. This kind of interoperability has several advantages. First, it distributes sensor
resources between different tasks such as detection of new targets and discrimination
(classification) of the current target. Second, it increases the ability to detect simultaneously
more targets.*® This level of interoperability allows the operator to have a more effective
dialogue between the weapon systems. The sky picture is correlated and each weapon system has
the same sky picture like all the other weapons systems in the architecture; "everyone sees what
everyone sees”. The third and highest level of interoperability is a combination of correlated sky
picture with the ability to have a coordinated interceptions management.>® The nexus for this
kind of interoperability is a centralized interceptions battle management center which uses the
coordinated and integrated ballistic sky picture based on the generated sky picture by each one of

the sensors in the architecture.®®
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Today’s Interoperability

The majority of western active defense weapon systems can communicate with one
another based on Link-16°2 data communication protocol. This protocol allows effective data
communication with a large number of weapons systems including sky picture and interception
management message transportation. This protocol can share the capability and performance of
each weapon system in the architecture for any threatening target. Some of the weapon systems
in the architecture can intercept targets based on this communication protocol using other
weapon systems sensors.>® However, there are other communication protocols that exist between
western and eastern active defense weapon systems. Furthermore, other communications
protocol are available for interoperability between active defense weapon systems, therefore
using one communal communication protocol is not intuitive and raises more challenges for

adjusting the weapon systems inner data language to be a part of a robust protocol.
Recommendations

Using a robust universal data protocol for interoperability between different weapon
systems will allow faster data transfer time and will prevent data loss. There are many existing
examples worldwide that exercise a universal language or protocol. These methods rise from the
need of connecting different systems in fast and easy ways. One of the best examples is in the
world of cellular phones. Mobile companies have decided on a unified communications protocol
that allows movement of the mobile phones in the world without having changes in settings or
language. For example, the Universal Mobile Telecommunications System (UMTS) is a third
generation system for mobile cellular networks based on the Global System for Mobiles (GSM)
standard. Developed and maintained by the 3GPP (3rd Generation Partnership Project), UMTS is

a component of the International Telecommunications Union.>* Although there are many cellular
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companies and many different companies who manufacture various types of cell phones, the
mobile companies ensure that the user will have an easy and simple communication experience.
Consequently, in the active defense world, it is important that the information data for each
system will be unified. Although the weapon systems may allow data transfer between each
other with a unified protocol, the systems may identify and analyze the ballistic sky picture
differently. In that case, messages with the same content may transfer differently causing an error
while trying to integrate the sky picture. A unified and integrated ballistic sky picture is critical
in the future active defense battlefield when using a centralized interception battle management
center.

A centralized interception battle management center in a multi-tiered architecture will
allow the best coordinated interceptions and maximize resources management for the best
defense capacity of the architecture. A robust universal data protocol will allow a quick
connection between the weapons systems. Furthermore, a robust universal data protocol will
allow sharing information and interception capabilities and will enable fast interception decisions
effectively. This kind of interoperability will allow the human in the loop to receive the best
tools and resources for the optimal decision making in reasonable time without the need of using
voice. In addition, it will allow the centralized interception battle management center to receive
information from all the weapon systems in the architecture about their interception capabilities
for each target. On this data basis the operator can choose the best weapon system to use for
intercepting a specific target. Furthermore, if one of the weapon systems fails to intercept, a
different weapon system in the architecture can intercept the target in reasonable time. Therefore,

a centralized interception battle management center has to be able to integrate the various
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weapon systems, which requires the use of a universal and robust data configuration protocol for

the messages between the weapon systems and the management center.
Conclusion

Today, joint cooperation between countries in the active defense weapon systems arena
has the potential to strengthen political ties. Cooperation at different levels and alliances are an
important part of the tools in the international community. Cooperation or alliances can be
formal or informal with defensive or offensive relationships. Mostly, the broad base of
cooperation relies on three main pillars: common interests, shared values and military
cooperation. Defense weapon systems development and procurement of defense systems are
relatively fertile ground for strengthening the deep ties between countries, for example, the
cooperation between Israel and the United States. The joint cooperation is not limited to financial
assistance or mutual development, but also in the mutual active defenses. Among the parties,
exercises are conducted, which are designed to coordinate the two country’s active defense
systems. This relationship represents a high level of cooperation, knowledge sharing and a
shared vision for future challenges. The countries practice together combined active defense
architecture, signaling the combined strength to a future opponent. The Israeli Active Defense
array is beyond the narrow dimension of intercepting ballistic missiles and the protection of the
Israel. In fact it is a large part of the strategic cooperation with the United States.>® The mutual
development and mutual practices show that the two countries share their future, both politically
and militarily and are willing to share efforts, time and money in joint long-term cooperation.
Israel has acquired experience in active defense warfare as a valuable asset for the western bloc
countries who have to face the ballistic threat.>® A similar cooperation is being held in the Pacific

between the United States and Japan,®” but in contrast to the cooperation with Israel, both
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countries benefit from cooperation with similar weapon systems so the connectivity between the
weapon systems of the two countries is simpler. Cooperation in the world has further operational
options that link different countries. Certainly, many nations, in the foreseeable future battlefield
will use a wider cooperation against common threats. The cooperation may take place between
American defense systems, Israel and even European systems. Architecture of this kind can be
established for regions such as Europe to protect against the missile threat from Iran. This
architecture can be constructed by many participants like the Israeli Arrow, the US Aegis ships
and the THAAD system as well as the European ASTER.® All these weapon systems are
required to share data and to fight in one coordinated control center in order to maximize the
defense capabilities against a strategic threat. Only robust unified data communications
interoperability architecture will improve the existence of this type of architecture.>®

The active defense battle field is unique and challenging with groundbreaking systems
and technologies. The need for almost 100% interception successes is increasing as the threat
becomes more dangerous and strategic. No active defense weapon system has enough capacity to
engage independently all the targets facing large salvos of ballistic missiles in future campaigns.
An active defense architecture which combines several weapon systems and shares information
IS a necessity. Today, the differences between the various defense systems are too big and their
ability to connect to one another is complex. Using universal and robust data capabilities and
universal interfacing between the various weapon systems will ensure victory in future
campaigns. It is important to establish such commonalty today when all the weapon systems are

in their advanced stages of development.
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Glossary

Active Defense — the name for the world of weapon systems against the ballistic threat.
Boost Phase — the first ballistic missile flight phase, from launch until booster cutoff.
CEP — Circular Error Probability is a measure of a weapon system's precision.

Cluster — the bodies in space that belong to the same missile (RV, debris, Booster).

Discrimination — the act of perceiving differences in characteristics between elements of one

cluster in the sky picture.

Hit To Kill —the method of intercepting a ballistic missile by hitting it directly versus a

detonation next to it.

Human in the loop — refers to having an operator in the decision making process for
implementing the defense policy.

Interoperability — the ability of systems, units or forces to provide services to and accept
services from other systems, units or forces and to use the services to exchange data to

enable them to operate effectively together.

Mid-Course Phase — the second ballistic missile flight phase, from booster cutoff until reentry

into the atmosphere.

Multi-layered Architecture —a set of different active defense weapon systems which defend the

same asset or territory.
PK — Probability of Kill (for intercepting the ballistic missile).

RV — Reentry Vehicle, in the Ballistic Missile Defense (BMD) world it refers to the ballistic

missile warhead.
Salvo — a simultaneous raid of ballistic missiles.

Sensors —all devices that measure physical objects in the Sky Picture and converts them into

signals which can be read by observers or by instruments.
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Sky picture —describes the Air Situation Picture (ASP) for detection of objects and the

classification, association and maintenance of tracks.

Terminal Phase — the last ballistic missile flight phase, starting when the missile is reentering

the atmosphere until it hits the ground.

Tracks — an entity (body) in the Sky Picture that is being managed by a detection sensor.
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